
SECURITY ADVISORY

CKEditor XSS Threat to Drupal

November 2021



Executive Summary
Drupal, the widely used web content management system (CMS), has released security updates due to 
vulnerabilities in CKEditor, a third-party rich text editor bundled with Drupal.

A pair of cross-site scripting (XSS) bugs, which are deemed ‘moderately critical’ by Drupal, could have a far-
reaching impact since CKEditor is incorporated into numerous online applications.

Downloaded more than 30 million times, the open source WYSIWYG editor is used by Microsoft, Siemens, 
Volvo, Disney, Deloitte, and countless other organizations. Drupal itself, which powers more than one million 
websites, has a huge install base.

 

Details
The XSS vulnerabilities could enable attackers to “inject malformed HTML bypassing content sanitization, 
which could result in executing JavaScript code”, says CKSource,
They were found in the core HTML processing module by developer William Bowling and in the advanced 
content filter module by security researcher Maurice Dauer.
Drupal says its users are vulnerable to the flaws if the CMS is configured to allow use of the CKEditor library 
for WYSIWYG editing.
“An attacker that can create or edit content (even without access to CKEditor themselves) may be able to exploit 
one or more [of the bugs] to target users with access to the WYSIWYG CKEditor, including site admins with 
privileged access,” reads a security advisory published by Drupal on November 17.
The threat level is such that the US Cybersecurity and Infrastructure Security Agency (CISA) saw fit to issue a 
warning about the importance of applying updates.

Severity
HIGH

Affected Devices
• CKEditor 4
• Drupal 8 & above

Suggested Action
 •     “Everyone who uses CKEditor 4 should upgrade the library. That affects many Drupal sites and also 

many other kinds of sites including CMS,” Greg Knaddison, volunteer member of the Drupal security 
team and senior director of information systems at the Morris Animal Foundation, tells The Daily Swig.

•  Users of Drupal 9.2 are advised to update to Drupal 9.2.9, users of Drupal 9.1 should update to Drupal 
9.1.14, and users of Drupal 8.9 should update to Drupal 8.9.20.



•  The update represents the final security release for Drupal 8, which joins versions older than 9.1.x in 
having reached its end of life. Users should upgrade to Drupal 8 “and, as quickly as possible, upgrade to 
Drupal 9”, says Knaddison. “It’s a very straightforward process due to the way we managed deprecation 
and backwards compatibility in this release cycle.”

Reference
•  https://portswigger.net/daily-swig/ckeditor-vulnerabilities-pose-xss-threat-to-drupal-and-other-

downstream-applications
• https://www.drupal.org/sa-core-2021-011
• https://us-cert.cisa.gov/ncas/current-activity/2021/11/18/drupal-releases-security-updates
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Disclaimer
The security advisory, and information contained herein, are provided on an “as is” basis and do not imply 
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use. 
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your 
own risk. Information in this advisory and any related communications is based on our knowledge at the 
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update 
advisories at any time.


