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Executive Summary
Multiple critical security vulnerabilities in two VMware network administration tools that could allow an 
attacker to have full access to an organization’s network have been patched.
Users of the vCenter Server and Cloud Foundation products are urged to update immediately to protect against 
the issues, which are being tracked collectively as “VMSA-2021-0020”.

Details
The most critical issue (CVE-2021-22005), with a CVSSv3 score of 9.8, is a file upload vulnerability that can be 
used to execute commands and software on the vCenter Server Appliance.
A security advisory issued on September 21 warns that the vulnerability can be used by anyone who can reach 
vCenter Server over the network to gain access, regardless of the configuration settings of vCenter Server.
“The ramifications of this vulnerability are serious and it is a matter of time -- likely minutes after the disclosure 
-- before working exploits are publicly available,” it said.
While the other issues have lower CVSS scores, VMware has warned that they may still be usable to an attacker 
that is already inside an organization’s network.
Other vulnerabilities addressed in VMware’s advisory included CVE-2021-21991, a CVSSv3 8.8 local privilege 
escalation involving session tokens that would see users gain administrator access; CVE-2021-22006, a CVSSv3 
8.3 reverse proxy bypass that could allow access to restricted endpoints; and CVE-2021-22011 that could allow 
for unauthenticated VM network setting manipulation.
All up, of the 19 vulnerabilities listed in its advisory, 10 were found by George Noseevich and Sergey Gerasimov 
of SolidLab.
The advisory reads: “One of the biggest problems facing IT today is that attackers often compromise a desktop 
and/or user account on the corporate network, and then patiently and quietly use that to break into other 
systems over long periods of time.
“They steal confidential data, intellectual property, and at the end install ransomware and extort payments 
from their victims.
“Less urgent security vulnerabilities can still be potential tools in the hands of attackers, so VMware always 
recommends patching to remove them.”

Severity
HIGH

Affected Devices
• VMware vCenter Server (vCenter Server)
• VMware Cloud Foundation (Cloud Foundation)

Suggested Action
 •  There is a workaround available to mitigate the most critical vulnerability, however users are advised to 

patch their software against all issues.
• VMware urges customers to patch vCenter Server immediately.



Reference
•  https://portswigger.net/daily-swig/vmware-security-warning-multiple-vulnerabilities-in-vcenter-

server-could-allow-remote-network-access
•  https://www.zdnet.com/article/rce-is-back-vmware-details-file-upload-vulnerability-in-vcenter-

server/
• https://www.vmware.com/security/advisories/VMSA-2021-0020.html
• https://core.vmware.com/vmsa-2021-0020-questions-answers-faq#section1
• https://kb.vmware.com/s/article/85717
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Disclaimer
The security advisory, and information contained herein, are provided on an “as is” basis and do not imply 
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use. 
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your 
own risk. Information in this advisory and any related communications is based on our knowledge at the 
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update 
advisories at any time.


