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SECURITY ADVISORY

BLACK BASTA Ransomware



Executive Summary

Black Basta a new ransomware is focused on Windows platform its new variants targeting ESXi virtual machines
running on Linux servers that facilitates the attackers with encrypting multiple servers with one command are
also developed.

The ransomware steals the sensitive data of the system before starting system encryption. Threat actors maintain
the ‘Black Basta Blog’ or ‘Basta News’ site on Tor where the data leak information of victims is handled.

Details

On April 20,2022, a user named Black Basta posted on underground forums known as XSS.IS and EXPLOIT.IN

to advertise that it intends to buy and monetize corporate network access credentials for a share of the profits.

The advertisement also specified that it was looking for organizations based in the United States, Canada,

United Kingdom, Australia, and New Zealand, which are all English-speaking countries. A report noted that

malicious actors acquired stolen credentials from some darknet websites that peddle an enormous amount of

exfiltrated data to the underground market.

Execution

 'The ransomware is a console-based executable and can only be executed with administrator privileges.

o After execution, the ransomware deletes shadow copies from the infected system using vssadmin.exe. This
action removes the Windows backup so that after encryption victim cannot revert the system to its previous
state. The malware also changes the desktop wallpaper and encrypted file icons

o The ransomware also has capabilities to hijack existing genuine Windows FAX service and creating a
malicious service named ‘FAX.

o The ransomware forces the system to reboot in safe mode while hijacked FAX service launches and
automatically starts encrypting the files on the system. All encrypted files are appended with .basta extension

o In each affected folder, a readme.txt file is created which contains the attack information, a link and unique
ID required to login to attackers’ chat session for negotiation

« As observed, the ransomware employs ChaCha20 algorithm to encrypt files. The ChaCha20 encryption key
is further encrypted with a public RSA-4096 key that is included in the executable.

Impact

Ransomware variants are capable of performing following activities:

« Encrypt the specific files present on the infected system, the encryption and the targeted file types varies by
ransomware versions, hence make files unusable.

« Capable of infecting or encrypting the files present on network share drives and USB drives.

 Extensions of the unusable /encrypted files depends upon the type of the ransomware, such as “.cerber”,
“crypt’, “zepto’, “locky”, “xtbl’, “vault’, “xrtn”, “crySIS”, “lock’, “R5A” “lock’, etc.

o Make use of native Windows utilities such as WMIC and/or VSSAdmin to delete backups and shadow copies.

o Demands ransom amount of money for providing the decryption key for the encrypted files.

« Some versions of the ransomware are capable of targeting the databases also by identifying the current
running processes and if found any, they kill those processes and thereafter encrypts the database.

Severity
HIGH



Virus Type

Ransomware

Affected Devices

« Windows system and Linux servers

Suggested Action
Maintain offline backups of data, and regularly maintain backup and restoration. This practice will ensure
the organization will not be severely interrupted, have irretrievable data.

o Implement all accounts with password logins (e.g., service account, admin accounts, and domain admin
accounts) to have strong, unique passwords.

o Implement multi-factor authentication for all services to the extent possible, particularly for webmail, virtual
private networks, and accounts that access critical systems.

« Remove unnecessary access to administrative shares Use a host-based firewall to only allow connections to
administrative shares via server message block (SMB) from a limited set of administrator machines Enable
protected files in the Windows Operating System to prevent unauthorized changes to critical files.

« Maintain updated Antivirus software on all systems.

« Many more countermeasures are available in the provided references below. Please go through them for
details.

Reference

o Cyble — Black Basta Ransomware

« Examining the Black Basta Ransomware’s Infection Routine (trendmicro.com)

 Linux version of Black Basta ransomware targets VMware ESXi servers (bleepingcomputer.com)
o New Black Basta ransomware springs into action with a dozen breaches (bleepingcomputer.com)
o Cyber Swachhta Kendra: Prevention of Ransomware Infections (csk.gov.in)
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the time
of publication and is subject to change without notice. Digiglass-labs reserve the right to change or update
advisories at any time.



