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Executive Summary

WhatsApp is found to have a vulnerability that can allow an attacker to suspend your account remotely using
your phone number. Security researchers Luis Marquez Carpintero and Ernesto Canales Pereia have discovered
the flaw that can allow attackers to remotely suspend your WhatsApp account.

Details

WhatsApp users have been cautioned about new vulnerabilities detected in the popular instant messaging app
that could lead to the breach of sensitive information. The CERT-In (Indian Computer Emergency Response
Team) has rated the new vulnerability with a ‘high’ severity rating. The researchers claim that any malicious
actor who has access to your WhatsApp phone number can take advantage of this vulnerability and lock you
out from your own account for extended periods of time.

A cache configuration issue in the application allows attackers to remotely execute code or access sensitive
information on a targeted system. Describing the vulnerabilities in detail, the advisory stated that they “exist in
WhatsApp applications due to a cache configuration issue and missing bounds check within the audio decoding
pipeline” “Successful exploitation of these vulnerabilities could allow the attacker to execute arbitrary code or
access sensitive information on a targeted system,” it added.

The malicious party just needs a phone number they want to target and any smartphone that can run
WhatsApp. Once they've downloaded the application, they will go through the verification process. They
can use their target’s WhatsApp phone number to request verification OTP. While there is no way they can
successfully guess the OTP, they will continue to enter wrong passwords and will eventually be locked out of
further attempts. Until this point, the primary user or the target of the attack will still be able to access their
WhatsApp account on their pre-existing smartphones. However, multiple requests for OTP can clearly signal
that someone is trying to access their account.

In order to stop the primary user from accessing their account, the hacker will then send an email to WhatsApp
asking for the deactivation of the victim’s account. The user will then not be able to access their account. Since
the hacker entered the wrong OTP multiple times, the user will not be able to re-activate the account for an
extended period of time. Even two-factor authentication will not be able to deflect such attacks. According to
WhatsApp, for now, the only way to be sure that this vulnerability is not used against your account is to provide
the instant messaging application with your email address along with six-digit two-factor authentication.

Severity
HIGH

Affected Devices

For Android the WhatsApp and WhatsApp Business versions before the v2.21.4.18 update, for iOS users the
WhatsApp and WhatsApp Business for iOS apps before v2.21.32

Suggested Action
o CERT-In’s advisory had stated that WhatsApp users should update to the latest version of the app from the
Google Play Store or iOS App Store in order to counter this vulnerability threat.



o A WhatsApp spokesperson told, “Providing an email address with your two-step verification helps our
customer service team assist people should they ever encounter this unlikely problem. The circumstances
identified by this researcher would violate our terms of service and we encourage anyone who needs help to
email our support team so we can investigate.”
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.




