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LockBit 2.0 Ransomware Attack



Executive Summary
The LockBit ransomware-as-a-service (RaaS) gang has recently published the name and logo of a global
business consulting firm with an insider track on some of the world’s biggest, most powerful companies.

Details

In a post on its Dark Web site, LockBit offered up the company’s databases for sale.

According to Security Affairs, at the end of a ransom payment clock’s countdown, a leak site showed a folder
named W1 that contains a collection of PDF documents allegedly stolen from the company. LockBit operators
claimed to have gained access to the company’s network and were preparing to leak files stolen from its servers
at 17:30:00 GMT.

According to BleepingComputer, the group that threatened to publish the company’s data - allegedly stolen
during a recent cyberattack - is known as LockBit 2.0.

As explained by Cybereason’s Tony Bradley in a Wednesday post, the LockBit gang is similar to its Raa$ brethren
DarkSide and REvil: Like those other operations. LockBit uses an affiliate model to rent out its ransomware
platform, taking a cut of any ransom payments that result.

Cyble said that LockBit claimed to have made off with databases of over 6TB and that it demanded $50 million
as ransom. The threat actors themselves alleged that this was an insider job, “by someone who is still employed
there,” though Cyble called that “unlikely”

Sources familiar with the attack told BleepingComputer that the victim company confirmed the ransomware
attack to at least one computer telephony integration (CTI) vendor and that it’s in the process of notifying more
customers. According to a tweet from threat intelligence firm Hudson Rock, the attack compromised 2,500
computers used by employees and partners, leading the firm to suggest that “this information was certainly
used by threat actors”

Severity
HIGH

Affected Devices

Victim Company’s network & servers

Suggested Action
Victim Company confirmed: “Through our security controls and protocols, we identified irregular activity in
one of our environments. We immediately contained the matter and isolated the affected servers,” it said in a
statement. “We fully restored our affected systems from backup, and there was no impact on our operations,
or on our clients’ systems.”
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.



