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Cachet RCE Vulnerabilities



Executive Summary
Multiple security vulnerabilities in open source status page system “Cachet” could allow an attacker to execute
arbitrary code and steal sensitive data, researchers have warned.

Cachet is a project that allows users to do such tasks as listing service components, reporting incidents, and
customizing the look of their status page, among other features.

However, three vulnerabilities in the software, discovered by researchers from SonarSource, could put its
users at risk of remote takeover.

Details

The first bug (CVE-2021-39172) is a newline injection that is triggered when users update an instance’s
configuration, such as the email settings.

It allows attackers to inject new directives and to alter the behavior of core features, ultimately leading to the
execution of arbitrary code.

A second vulnerability (CVE-2021-39174) is also related to this feature, and allows attackers to exfiltrate
secrets that are stored in the configuration file — for example, database passwords and framework keys.

Finally, the last bug (CVE-2021-39173) is “much simpler” according to researchers, and allows an attacker to
change the setup process even if the target instance is already fully configured.

“That way, attackers can trick the Cachet instance into using an arbitrary database under their control,
ultimately leading to arbitrary code execution,” the researchers wrote.

The one caveat to the success of the vulnerabilities is this — the attacker must already have access to a user
account with basic privileges.

This, however, is easy to obtain, argues SonarSource, either by using credentials stuffing, “thanks to the
considerable amount of accounts leaked every year”, a compromised or malicious user, the presence of a cross-
site scripting (XSS) vulnerability on the same perimeter, or by exploiting a pre-authenticated SQL injection
(CVE-2021-39165) in Cachet which was fixed in January 2021.

SonarSource researcher Thomas Chauchefoin told The Daily Swig: “Once the prerequisites are met, e.g. by
exploiting vulnerabilities like CVE-2021-39165 or getting access to a user account with any level of privileges,
our findings are very straightforward to exploit.

“They only require one request, and this can be easily automated””
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Suggested Action

. The vulnerabilities have since been patched. Patches for the vulnerabilities are available in release 2.5.1

of the FiveAl fork, while more technical details can be found on the SonarSource blog.
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.



