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RedAlert or N13V Ransomware in
Windows & Linux Servers



Executive Summary

RedAlert is a new ransomware operation aiming to encrypt Windows and Linux VMWare ESXi servers on
corporate networks using the NTRUEncrypt public-key encryption algorithm. The ransomware is named after
a string in the ransom text, but the threat actors internally refer to it as N13V, which is the original name.

A new victim was listed on RedAlert’s data leak site, which is how MalwareHunterTeam revealed this new
operation.

RedAlert, like other ransomware, can spread via RDP configuration hacking, malicious spam emails, botnets,
exploits, malicious ads, web injections, fake updates, and installers. Regardless of the situation, RedAlert can
be distributed globally, but for now, its current target seems to be English-speaking users.

Details
A new ransomware operation called RedAlert, or N13V, encrypts both Windows and Linux VMWare ESXi

servers in attacks on corporate networks.

The new operation was discovered today by MalwareHunterTeam, who tweeted various images of the gang’s
data leak site.

The ransomware has been called ‘RedAlert’ based on a string used in the ransom note. However, from a Linux
encryptor obtained by BleepingComputer, the threat actors call their operation ‘N13V’ internally, as shown
below.

The Linux encryptor is created to target VMware ESXi servers, with command-line options that allow the
threat actors to shut down any running virtual machines before encrypting files.

When encrypting files, the ransomware utilizes the NTRUEncrypt public-key encryption algorithm, which
support various ‘Parameter Sets’ that offer different levels of security.

An interesting feature of RedAlert/N13V is the -X command-line option that performs ‘asymmetric
cryptography performance testing using these different NTRUEncrypt parameter sets. However, it is unclear
if there is a way to force a particular parameter set when encrypting and/or if the ransomware will select a more
efficient one.

When encrypting files, the ransomware will only target files associated with VMware ESXi virtual machines,
including log files, swap files, virtual disks, and memory files, as listed below.



log
vmdk

vmem

VSWPp

.vmsn
In the sample analyzed by BleepingComputer, the ransomware would encrypt these file types and append the
.crypt[number] extension to the file names of encrypted files.

In each folder, the ransomware will also create a custom ransom note named HOW_TO_RESTORE, which
contains a description of the stolen data and a link to a unique TOR ransom payment site for the victim.

The Tor payment site is similar to other ransomware operation sites as it displays the ransom demand and
provides a way to negotiate with the threat actors.

However, RedAlert/N13V only accepts the Monero crypto currency for payment, which is not commonly sold
in USA crypto exchanges because it is a privacy coin.

Severity
HIGH

Affected Devices
o Windows and Linux VM Ware ESXi servers

Suggested Action
o Identify: Develop an understanding of what cybersecurity risks you need to manage for the scope of your
assets, systems, data, people, and capabilities.

o Detect: Define continuous ways to monitor your organization and identify potential cybersecurity events or
incidents. In the case of ransomware, this may include watching for intrusion attempts, deploying Data Loss
Prevention (DLP) solutions to detect exfiltration of sensitive data from your organization, and scanning for
early signs of ransomware execution and propagation.

» Respond: Activate an incident response program within your organization that can help contain the impact
of a security (in this case, ransomware) event.

+ Recover: Build a cyber-resilience program and back-up strategy to prepare for how you can restore core
systems or assets affected by a security (in this case, ransomware) incident.

Reference

o https://www.bleepingcomputer.com/news/security/new-redalert-ransomware-targets-windows-linux-
vmware-esxi-servers/
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attacks
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the time
of publication and is subject to change without notice. ITOrizin-labs reserve the right to change or update
advisories at any time.




