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Path Traversal Vulnerability
in Icinga web



Executive Summary
A pair of vulnerabilities in the web control panel of IT monitoring system Icinga created a route for even
unauthenticated attackers to run arbitrary PHP code and hijack systems

Sonar source discovered two code vulnerabilities in Icinga Web that allow attackers to compromise the server
on which it is running by running arbitrary PHP code and they unveiled an unpatched bug in the PHP engine
itself that enables the exploitation.

Details

Icinga is a modern, open-source IT monitoring system with a web interface. It has specialized scripting
languages with high configuration it can run checks on virtually any I'T equipment. It provides services running
on monitored hosts such as running services, network traffic or available disk space.

This issue was with code that can be exploited without authentication or without prior knowledge of users
account (CVE-2022-24716) and they also discovered CVE-2022-24715, which leads to the execution of
arbitrary PHP code from the administration interface.

The path traversal vulnerability meant that attackers could potentially access the contents of and local system
files accessible to the web server user, including icingaweb2 configuration files with database credentials.

They first identified the code vulnerability then the security issues. It iterates over existing libraries to find
one matching the request URL. In libraries there was one empty asset path that takes input from third party
users. i.e. icinga/icinga-php-thirdparty

The user input can contain directory traversal sequence resulting final path outside the intended directory.
i.e.- icinga/icinga-php-library

no validation is performed on the parameter user of the sshresource form. It allows attackers to use directory
traversal sequences (e.g. ../) to write the SSH key outside of the intended directory.

As a result attacker can disclose any file of the local file system.

Said by sonar source the two flaws can “easily be chained together to compromise the server from an
unauthenticated position if the attacker can reach the database by first disclosing configuration files and
modifying the administrator’s password”

Unintended quirks may be found in the implementation of a language’s built-in functions which can allow
the exploitation of bugs that would be safe otherwise.

15-02-2022  Report of first path traversal vulnerability
21-02-2022  Report of first path traversal vulnerability
23-02-2022  Icinga acknowledges vulnerability
10-03-2022  PHP bug is reported

14-03-2022  Releases patch updated

Severity
HIGH

Affected Devices
« Icinga Web



Suggested Action

« Recommended action is not exposing such systems to Internet as-is: they should only be reachable by trusted
source IP addresses (e.g., a VPN endpoint) or put behind a centralized authentication system.

o Patches have been released and updates to Icinga Web versions 2.8.6, 2.9.6 and 2.10 are recommended. Users
are advised to update their installation as well as rotating credentials as an additional precaution.

Reference

« https://blog.sonarsource.com/path-traversal-vulnerabilities-in-icinga-web/

« https://portswigger.net/daily-swig/brace-of-icinga-web-vulnerabilities-easily-chained-to-hack-it-
monitoring-software
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.




