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Executive Summary
In response to the spreading of Coronavirus across the world, many organizations deployed VPN solutions,
including Fortigate VPN, to allow their employers to work from their homes. The configuration of the VPN
solutions is important to keep organizations secure and to avoid dangerous surprises.

According to network security platform provider SAM Seamless Network, over 200,000 businesses that have
deployed the FortiGate VPN solution with default settings. This choice could allow an attacker to present a
valid SSL certificate and carry out man-in-the-middle (MitM) attacks on employees’ connections.
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Business Network

The researchers set up a compromised IoT device that initiates MITM attack using ARP Poisoning, then
FortiClient initiates VPN connection. The compromised IoT device serves a signed Fortinet certificate extracted
from legacy credentials and forwards the credentials to the original server while stealing them in the middle

and spoofs the authentication process.

The main problem is related to the use of default self-
signed SSL certificates by organizations. The FortiGate
router comes with a default SSL certificate that is signed
by Fortinet, which is a self-signed certificate that includes
the router’s serial number as the server name for the
certificate.

Experts highlight that Fortinet’s client does not verify the
Server Name at all, this means that any certificate will be
accepted issued either by Fortinet or any other trusted
CA. An attacker can re-route the traffic to his server,
display his own certificate, and then decrypt the traffic.
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Severity
HIGH

Affected Devices
Android

Suggested Action

« Implementing Multi-Factor Authentication For VPN
o Use the most recent version of your VPN software

» Review your VPN connections

Filter VPN traffic

o Check and update VPN settings

Apply VPN patches

+ Real-time monitoring and alerting
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.



