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SECURITY ADVISORY

APKLeaks Critical Vulnerability



Executive Summary

The maintainers of APKLeaks have patched a critical vulnerability that could be exploited for the remote
execution of arbitrary code.

Created by Indonesia-based security engineer Dwi Siswanto, APKLeaks is open source software for scanning
Android application package (APK) files for URLs, endpoints, and secrets. The application is used by
FirmwareDroid, a backend solution for Android firmware analysis.

The package flaw allowed a number of malicious activities to take place.

Details

In a security advisory published on GitHub on January 21, the software’s maintainers said the security flaw
“allows remote authenticated attackers to execute arbitrary OS commands via [the] package name inside
application manifest”.

The vulnerability, described as an improper neutralization of argument delimiters, is tracked as CVE-2021-
21386 and has been issued a CVSS severity score of 9.3, an escalation from an original CVSS score of 7.3.
Reported by developer ‘RyotaK’ on March 19, 2021, the critical security issue surrounds a failure to protect
against attackers issuing arguments that can trigger “unintended” commands, executing code remotely, or
reading or tampering with sensitive information.

The advisory also notes the potential for attackers to conduct “other unintended behavior through [a] malicious
package name”.

No authentication was required to exploit the vulnerability.

Severity
HIGH

Affected Devices
o APKLeaks prior to v2.0.4

Suggested Action

o A patch to resolve the flaw released with APKLeaks version 2.0.3 failed to fully remedy the issue. The 2.0.4
patch resolved the problem correctly in the developer branch of the software, followed by v2.0.6-dev in the
master branch.




Reference

« https://portswigger.net/daily-swig/android-security-tool-apkleaks-patches-critical-vulnerability
« https://github.com/advisories/ GHSA-8434-v7xw-8m9x

« https://github.com/dwisiswant0/apkleaks/commit/67¢f67905a4788ef47a508bea44f57eac471ffe8
« https://nvd.nist.gov/vuln/detail/ CVE-2021-21386#vulnCurrentDescriptionTitle
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.




