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Executive Summary

Attackers were able to impersonate legitimate devices during the Bluetooth pairing process because of inherent
security weaknesses in the Bluetooth Core and Bluetooth Mesh specifications that underpin the ubiquitous
wireless technology.

Researchers at ANSSI - the French equivalent of the UK’s GCHQ - uncovered flaws in each specification that
allow device impersonation and AuthValue disclosures.

A total of six vulnerabilities (CVE-2020-26555 through CVE-2020-26560) were uncovered by the research.

Details

The vulnerabilities are featured in a paper, ‘BlueMirror: Reflections on the Bluetooth Pairing and Provisioning
Protocols, that’s due to be presented by ANSSI researchers Tristan Claverie and José Lopes Esteves at the
WOOT conference on May 27.

The clutch of vulnerabilities discovered by ANSSI builds on prior research into so-called ‘Bluetooth
Impersonation Attacks’ (BIAS), which was revealed by academics last year.

As with the 2020 paper (PDF), this latest batch of flaws is of particular significance because they each relate to
core Bluetooth specifications and not simply a poor implementation of the technology.

As outlined in the BlueMirror research, unpatched devices supporting the Bluetooth Core Specification are
affected by the following vulnerabilities: impersonation in the Passkey Entry Protocol (CVE-2020-26558);
impersonation in the Pin Pairing Protocol (CVE-2020-26555); and impersonation in Bluetooth Mesh
Provisioning (CVE-2020-26560).

In addition, predictable AuthValue in Bluetooth Mesh Provisioning opens the door to potential manipulator-
in-the-middle (MitM) attacks, a vulnerability tracked as CVE-2020-26557.

Another flaw means the Mesh Provisioning procedure could allow an attacker to identify the AuthValue directly
without brute-forcing its value (CVE-2020-26559).

On top of this, the authentication protocol is vulnerable if the AuthValue can be identified during the
provisioning procedure, even if the AuthValue is selected randomly (CVE-2020-26556).

Lastly, theresearchersalsoidentified a potential security vulnerabilityinvolving LE Legacy Pairing authentication.

The flaw means an “attacker can reflect the confirmation and random numbers of a peer device in LE legacy
pairing to successfully complete legacy authentication phase two without knowledge of the temporary key”.



Severity
HIGH

Affected Devices

Bluetooth devices with Bluetooth Core Specification versions 4.0 through 5.2

Suggested Action
Bluetooth users should “ensure that they have installed the latest recommended updates from device and

operating system manufacturers’, according to an advisory from the US-CERT Coordination Center.

Reference

« https://portswigger.net/daily-swig/bluetooth-pairing-pwned-security-researchers-discover-fresh-wave-
of-impersonation-attack-flaws-in-wireless-tech

o https://kb.cert.org/vuls/id/799380
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.




