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SECURITY ADVISORY

Apple Zero-Day WebKit
Vulnerabilities



Executive Summary
A pair of zero-day WebKit vulnerabilities have been reported in the Apple MacOS Big Sur and Safari which
could be exploited by a remote attacker to execute arbitrary code on the targeted system.

Details

One of the vulnerabilities is an integer overflow (CVE-2021-30663) and the other is a memory corruption bug
(CVE-2021-30665), and both can lead to remote code execution on vulnerable iPhones and iPads.

“Processing maliciously crafted web content may lead to arbitrary code execution. Apple is aware of a report
that this issue may have been actively exploited,” the Apple advisory says.

Severity
HIGH

Affected Devices

o Apple Safari version prior to 14.1
o Apple MacOS Big Sur version prior to 11.3.1

Suggested Action

Apply appropriate software updates provided by Apple Security:
 https://support.apple.com/en-gb/HT212335
 https://support.apple.com/en-gb/HT212340

Reference

 https://duo.com/decipher/apple-patches-webkit-zero-days-in-ios-macos-and-safari

o https://appleinsider.com/articles/21/05/04/apple-patches-webkit-vulnerabilities-in-safari-141-update-for-
macos-catalina-mojave

 https://support.apple.com/en-gb/HT212335

 https://support.apple.com/en-gb/HT212340
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Feedback

connect@itorizin.in

Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.



