October 2020

SECURITY ADVISORY

MalLocker.B Ransomware



Executive Summary

Attention Android users, Microsoft has found a new ransomware that is targeting Android smartphones and
has issued an alert about it. According to reports, this ransomware is called MalLocker.B and is spreading to
Android phones via online forums and websites.

MalLocker.B is hidden inside malicious Android apps in most cases so it is very important to be careful when
you are downloading apps from websites.

Details

The development comes amid a huge surge in ransomware attacks against critical infrastructure across sectors,
with a 50% increase in the daily average of ransomware attacks in the last three months compared to the first
half of the year, and cybercriminals increasingly incorporating double extortion in their playbook.

The MalLocker.B ransomware targets the call notification function. This would typically display incoming
caller details that cover the entire area of the screen and combine it to stop the user from merely switching apps
or returning to the home screen. The MalLocker.B ransomware also exploits the function that would generally
allow users to hold the home button or recent button to switch to another app.

“This creates a chain of events that triggers the automatic pop-up of the ransomware screen without doing
infinite redraw or posing as a system window,” Microsoft said.

public class RansomActivity extends Activity {
public static volatile RansomActivity activityObj;

gLverr1o4 fJ android.app.Activity
public void onBackPressed() {

}

rride // android.app.Activity
protected void onCreate(Bundle bundle) {
super.onCreate(bundle);
RansomActivity.activityOb) = this;
HelperTwo.putActivityObj(this);
He lperThree . checkPresence0fVirtualMachines (this):
this.getWindow() .addFlags(RansomActivity.getFlags());
try {
Context context = this.getApplicationContext();
this.setContentView(WebViewAggregator. getiebView(context, context.getCacheDir().petPath(}});
}
catch(Exception exception) {
exception.printStackTrace();
}

g0verride f/ android.app.Activity
protected void onUserLeaveHint() {
super.onUserLeavelint();
this.startActivity(new Intent(this, RansomActivity.closs)):

}

public static int getFlapgs() {

}

return Bx688480;




Severity
HIGH

Affected Devices
Android

Suggested Action

« Don’'t download apps from unknown sources
 Keep your Android device & app updated

o Back up all important files from your device

« Don't give out personal identifying information
« Don't keep your passwords on your device

Be wary of pop-up installation requirements
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.



