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Executive Summary
A Remote Code Execution vulnerability has been reported in Zoho ManageEngine ADAudit Plus which could 
be exploited by an unauthenticated remote attacker to execute arbitrary code on the targeted system.

Successful exploitation of this vulnerability could allow an unauthenticated remote attacker to execute arbitrary 
code on the targeted system. 

The unauthenticated remote code execution vulnerability was discovered by security researcher Naveen 
Sunkavally at Horizon3.ai.

Zoho ManageEngine ADAudit Plus before 7060 is vulnerable to an unauthenticated XXE attack that leads to 
Remote Code Execution.

Details
The vulnerability consists of three issues, untrusted Java deserialization, path traversal, and a blind XML 
External Entities (XXE) injection, that ultimately lead to remote code execution without authentication.

The vulnerability allows an unauthenticated attacker to execute code remotely and compromise Active 
Directory accounts. It comes with a critical severity score of 9.8 out of 10.

An unauthenticated RCE caused by underlying Java deserialization, blind XXE injection and path traversal 
vulnerabilities. This chain of flaws could be exploited to not only achieve RCE, but also compromise domain 
administrator accounts. This effect of the flaw will make it very attractive to ransomware groups and initial 
access brokers.

Bypassing authentication, stealing logins:
Sunkavally found a way to execute code remotely, he started to look for methods to upload files without 
authentication and found that some ADAudit Plus endpoints used by agents running on the machine to upload 
security events did not require authentication.

The researcher found a way to trigger a blind XXE vulnerability in the ProcessTrackingListener class in charge 
of managing events with Windows scheduled task XML content.

While blind XXE vulnerabilities in Java can be difficult to exploit. However, his work was made easier since 
ADAudit Plus shipped with an older Java runtime, allowing him to transfer files and list directories over FTP 
as well as upload files. 

A vulnerable ADAudit Plus instance could also obtain credentials for the Active Directory and use this access 
to distribute malware on all machines on the network.

ADAudit Plus stores the credentials in an encrypted state, the researcher says that “it’s possible to reverse the 
encryption to access these credentials in the clear.”



Severity
HIGH

Affected Devices
•  Zoho ManageEngine ADAudit Plus prior to 7060

Suggested Action
•  � �Upgrade Zoho ManageEngine ADAudit Plus to the latest Build 7060

Reference
•   https://www.horizon3.ai/red-team-blog-cve-2022-28219/
• � � �https://www.bleepingcomputer.com/news/security/zoho-manageengine-adaudit-plus-bug-gets-public-rce-

exploit/
•   https://nvd.nist.gov/vuln/detail/CVE-2022-28219
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Disclaimer
The security advisory, and information contained herein, are provided on an “as is” basis and do not imply 
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use. 
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your 
own risk. Information in this advisory and any related communications is based on our knowledge at the time 
of publication and is subject to change without notice. ITOrizin-labs reserve the right to change or update 
advisories at any time.


