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Microsoft Teams Vulnerability



Executive Summary

Microsoft recently patched a vulnerability in Microsoft Teams, a business communication platform that has
surged in popularity with the shift to a remote workforce, recording 145 million daily active users in April
2021. The vulnerability, which was discovered by Tenable Zero-day Researcher Evan Grant, could allow an
attacker to take control of an end-user’s account. This could grant the attacker access to the victim’s chat history,
the ability to read and send emails on the victim’s behalf, and access files in their OneDrive storage.

Details

Microsoft Teams has a default feature that allows users to launch applications as a tab within any team they
belong to. Organizations using Office 365 or Microsoft Teams with a Business Basic license or higher can also
launch Microsoft Power Apps within these tabs.

Tenable discovered that content loaded into these Power Apps tabs was governed by an improperly anchored
regular expression. That is, the validation mechanism used to confirm that the content in the tab comes from a
trusted source only verifies that a given URL begins with “https://make.powerapps.com” and does not validate
any further. This means an attacker can simply create a subdomain of “make.powerapps.com” for any domain
they control, such as https://make.powerapps.com.fakecorp.ca, which allows them to load untrusted content
into a Power Apps tab.
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The severity of this vulnerability is amplified by the permissions granted to Microsoft Power Apps within
Microsoft Teams. Successful exploitation of this flaw allows attackers to take control of any users that access the
malicious tab. This includes reading the victim users’ group messages within Teams, accessing the users’ email
and OneDrive storage, and more.




Severity
HIGH

Affected Devices

Microsoft Teams software

Suggested Action

Microsoft implemented a solution to address this issue. Microsoft Teams users are urged to update to the latest
version of the software to protect against the vulnerability.
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.




