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BleedingTooth Triple Threat



Executive Summary

The three vulnerabilities associated with BleedingTooth can be found in CVE-2020- 12351, CVE-2020-12352,
and CVE-2020-24490. Each of these vulnerabilities affects BlueZ, the official Linux Bluetooth protocol stack.
The most severe is CVE-2020-12351 with a CVSS of 8.3, a remote Bluetooth attack which when properly
executed could allow an attacker to execute arbitrary code on the target device with kernel privileges.

Details

The vulnerability described in CVE-2020-12351 can be exploited by a remote attacker within Bluetooth range
of the target, and which knows the Bluetooth Address (BD_ADDR) of the target device. To trigger the flaw,
the attacker sends a malicious L2cap packet, which can lead to denial of service or even execution of arbitrary
code, with kernel privileges. An attacker looking to trigger the vulnerability can also use a malicious Bluetooth
chip. Proof-of-concept code for an exploit can be found on GitHub. The bug is a zero-click vulnerability, in that
it does not require user interaction to be exploited.

The second issue, CVE-2020-12352, is a stack-based information leak that impacts Linux kernel 3.6 and higher.
The bug is considered medium severity with a CVSS score of 5.3. A remote attacker in close proximity to the
target and knowing the victim’s BD_ADDR can retrieve kernel stack information containing various pointers
that can be used to predict the memory layout and to defeat kernel address space layout randomization
(KASLR). The leak has the potential to contain other valuable information such as encryption keys.

Recorded in CVE-2020-24490 and also considered medium risk, the third vulnerability is a heap-based buffer
overflow that affects Linux kernel 4.19 and higher. A remote attacker within short range of a vulnerable device
can trigger the flaw through broadcasting extended advertising data. This could lead to denial of service or
even arbitrary code execution with kernel privileges.

Severity
HIGH

Affected Devices

BlueZ, the official Linux Bluetooth protocol stack

Suggested Action
Update to Linux kernel 5.9 or higher.

. Intel recommends installing the following kernel fixes to address these issues if a kernel upgrade is not
possible:
https://lore kernel.org/linux-bluetooth/20200806181714.3216076-1-luiz.dentz@gmail.com/
https://lore kernel.org/linux-bluetooth/20200806181714.3216076-2-luiz.dentz@gmail.com/
https://lore kernel.org/linux-bluetooth/20200806181714.3216076-3-luiz.dentz@gmail.com/
https://lore kernel.org/linux-bluetooth/20200806181714.3216076-4-luiz.dentz@gmail.com/
https://git.kernel.org/pub/scm/linux/kernel/git/bluetooth/bluetooth-next.git/
commit/?id=a2ec905d1e160a33b2e210e45ad30445ef26ce0e

. Use appropriate security measures for Bluetooth connections.



Reference
https://portswigger.net/daily-swig/bleedingtooth-google-drops-full-details-of-zero-click-linux-bluetooth-
bug-chain-leading-to-rce

https://harborlabs.com/cybervigilance/Cybersecurity_Alert_BleedingTooth.pdf
https://www.zdnet.com/article/google-warns-of-severe-bleedingtooth-bluetooth-flaw-in-linux-kernel/
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.




