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SolarWinds Cyber-attack



Executive Summary

The Russia-linked hackers behind a widespread cyber-intrusion into U.S. corporate and government systems
were able to access internal systems within Microsoft Corp. and view internal source code, used to build
software products, the company said Thursday.

Details

According to an official blog post by the company, Microsoft’s internal security research team has found evidence
that the attackers accessed some internal source code in the company’s systems. The ‘Solorigate incident’
as Microsoft has termed it in the blog, showed there were “attempted activities beyond just the presence of
malicious SolarWinds code in our environment.’Microsoft has not confirmed what source code was accessed
by the hackers. However, the fact that the hackers got in so deep is quite worrying, given source code is crucial
to how any piece of software works.

In a separate analysis published by Microsoft on December 28, the company called the attack a “cross-domain
compromise” that allowed the adversary to introduce malicious code into signed SolarWinds Orion Platform
binaries and leverage this widespread foothold to continue operating undetected and access the target’s cloud
resources, culminating in the exfiltration of sensitive data.

SolarWinds’ Orion software, however, wasn’t the only initial infection vector, as the US Cybersecurity and
Infrastructure Security Agency (CISA) said the attackers used other methods as well, which have not yet been
publicly disclosed.

Severity
HIGH

Affected Devices

Microsoft Devices

Suggested Action
Only Use Trusted Antivirus and Malware Software
. Configure Regular Scans and Monitor Settings
. Always Update Your Operating System
. Check on the Security Settings of the Browser
. Use Complex and Secure Passwords
. Keep a Tight Grip on Your Personal Information
. Stay Up-to-Date on the Latest Attacks
. Backup data regularly and ensure that backup drives are kept offline
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the
time of publication and is subject to change without notice. Itorizin-labs reserve the right to change or update
advisories at any time.




