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SECURITY ADVISORY

Google fixes fifth Chrome zero-day bug
exploited this year



Executive Summary
Google has released a security update for the Chrome browser that addresses close to a dozen vulnerabilities,
including the fifth Chrome zero-day flaw exploited this year.

The vulnerability was discovered and reported by Ashley Shen and Christian Resell, both members of the
Google Threat Analysis Group (TAG).

Details

The actively exploited flaw, tracked as CVE-2022-2856 and it is described as a high-severity security issue due
to “insufficient validation of untrusted input in Intents,’

Bad input validation in software can serve as a pathway to overriding protections or exceeding the scope of
the intended functionality, potentially leading to buffer overflow, directory traversal, SQL injection, cross-site
scripting, null byte injection, and more.

Google doesn’t typically provide many technical details about the zero-day vulnerabilities they fix until a large
number of Chrome users have applied the security update.

The CVE-2022-2856 is the fifth zero-day vulnerability in Chrome that Google has addressed this year, the
other ones are:

o CVE-2022-2294 (July 4) - Heap bufter overflow in the Web Real-Time Communications (WebRTC)
component

o CVE-2022-1364 (April 14) - Type confusion issue that resides in the V8 JavaScript engine

o CVE-2022-1096 (March 25) - type Confusion in V8 JavaScript engine

o CVE-2022-0609 (February 14) — use after free issue that resides in the Animation component.

Because the latest Google Chrome update fixes a flaw already exploited by threat actors, it is recommended
switch to the latest version of the browser as soon as possible.

Severity
CRITICAL

Affected Devices
« Google Chrome

Suggested Action
o Users should update to version 104.0.5112.101 for macOS and Linux and 104.0.5112.102/101 for Windows.

Reference

« https://www.forbes.com/sites/daveywinder/2022/08/18/google-confirms-chrome-zero-day-5-as-attacks-
begin-update-now/?sh=7738a90b647b

o https://www.bleepingcomputer.com/news/security/google-fixes-fifth-chrome-zero-day-bug-exploited-this-

year/

« https://chromereleases.googleblog.com/2022/08/stable-channel-update-for-desktop_16.html
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Disclaimer

The security advisory, and information contained herein, are provided on an “as is” basis and do not imply
any kind of guarantee or warranty, including the warranties of merchantability or fitness for a particular use.
Your use of the advisory, and information contained herein. Or materials linked from the advisory, is at your
own risk. Information in this advisory and any related communications is based on our knowledge at the time
of publication and is subject to change without notice. ITOrizin-labs reserve the right to change or update
advisories at any time.




